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The Host Controller Interface
1. Johdanto

¢ Jarjestelmissd ylemmét tasot pyoOrivat prosessorissa ja
alemmat tasot bluetooth-moduulissa

¢ Host Controller Interface toimii ylemman ja alemman tason
standardoituna rajapintana, joka keskustelee fyysisen véylan
kautta HCI-komennoilla

¢ Isdntéalaite ja moduuli ovat melko erindiset osiot, koska
moduulin pitdd pystya reagoimaan nopeasti BT radiotien
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SERVICES WITHOUT CONNECTION
REQUEST

1. REMOTE NAME REQUEST

¢ Kaytetadn toisen BT-laitteen nimen selvittdmiseen ilman erityista ACL
Connection request —pyyntoé
¢+ 1. TAPAUS:
Lahetetddn HCI_Remote_Name_Request (BD_ADDR,
Page Scan_Repetition_Mode, Page_Scan_Mode, Clock Offset)
0 Isantad-BT-laite yrittda luoda yhteyden toiseen BT-laitteeseen
0 hakea nimen
0 katkaista yhteyden ja
o palauttaa nimen isannalleen

¢ 2. TAPAUS:
Jos ACL-yhteys on jo luotu, toinen Remote Name Request —proseduuri

toteutetaan valinnaisena palveluna. Paging ja ACL Detachment —

proseduureja ei tarvitse tehda




HC| Remoie Mame Reguest .‘
(80_ADDR, ..)

ot HCI Command Stafus event
(Status, Mum_Cmd,
Cmd_OpCode)

| Sub-scenario 1: No ACL Connection existed == create a temporary ACL Connection
"Page” [ ID-Packet)

. “Page Responee” | ID-Packet)

FHS (BD_ADDR. CaD, ..)
™ FHS-Ack” {ID-Packet)

/* LMP_name_reg/-raa can LMP_name_req (ofsst)

be repeated several imes L
dependent on the name LMP_name_res

langth *i (offset, name_length, name_offest)

LMP_detach reason)
Es

HC| Remote Mame Request Complete svent

{Status, BO_ADDR
Remate Mame)

it

| Sub-scenaro 2: ACL Connection already exists => No temporary ACL Connection neaded |

I* LMP_name_regi-res LMP_name_reg (offsat)
can be repeated several i .
times dapendent on the Lk _name_res

name length * [offaed. narme_length, name_offest)

HCI Remaote Mame Request Complate event
{Statws, BO_ADDR
Femaote_MName)

il

Figure 2.1: Remole Name Reqguest




2. ONE-TIME INQUIRY

¢ Kaytetddn kartoittamaan ja keradméaén lahell& olevia BT-laitteita

¢ Kun Host Controller saa kaskyn HCI_Inquiry (LAP, Inquiry_Length,
Num_Responses), se aloittaa Baseband-tasolla kyselyproseduurin

¢ Kun kyselyn vastaukset on saapuneet, HC suodattaa ja palauttaa oikeanlaiset
tiedot 10ydetyistd BT-laitteista vastaten yhdelld tai useammalla Inquiry Result
event —viestilla isannalleen.

¢ Kun kyselyproseduuri on tehty, palautetaan Inquiry Complete event (Status,
Num_Responses)
Jos halutaan keskeyttaa kysely, iséanta palauttaa HC:lle HCI_Inquiry_Cancel(
) —kdskyn




T I g T T g g T I g T T g
“
HZI_ Inguiry -
{LAR Ing_Length, Mum_Res)
w HC | Cormmand Status evant
{Status, Mum_Cmd
Cmd_OpCods)
| Sub-scenario 1: Collachon of BT Devices during Inquiry Procedura
“Inquiry” {I0-Facket)
* Randorn Access
0-1023 “f
*Imegquiry '-:ID-Lacke‘.l
- E
I* Random Access
“Inguiry” {ID-Packet) bk
FHE (BD_ADDR, CaoD, )
“Ingquiry” -:ID-La:he‘.l
¥ L .
FHS (BO !ﬁD_':-H CoD
HS ! ol ..
o | ,GoD, ..}
HEI Inquiry Result event e oy
®—Nim Res BD_ADDRR, | | 0" tmes
| Sub-scenario 2: explicit stop using HCIL Inquiry_Cancel ()
HCI_Inquiry_Cancel (] B stop inquiry !
d HCI Command Compdste event
{Mum_Crmd, Crmd_OpCode,
Stafus)
| Sub-scenano 3: stop when Ing_Length expired or Num_Res reached
> HEI Inquiry Complaie event
[Status, Mum_Res)
] ] ] |

Figure 2.2: One-Time Inguiry

3. PERIODIC INQUIRY

¢ Kaytetddn, kun BT-laitteita pitad kysell& jaksoittain toistuvasti




¢ Kun HC vastaanottaa
HCI_Periodic_Inquiry_Mode(Max_Period_Length,
Min_Period_Length, LAP, Inquiry_Length, Num_Responses) —ké&skyn,
HC aloittaa Periodic Inquiry Mode —moodin tietyilla parametreilla

+ Kyseleminen toimii samalla tavoin kuin yhden kerran suoritettava kysely.

¢ Isénnélle valitetdan kyselysyklissé vain ne 10ydetyt laitteet, joiden
Filter_Type on sama kuin Inquiry Result events

¢ Kysely voidaan lopettaa HCI_Exit_Periodic_Inquiry_Mode( ) —kaskylIa.




_I

]

HCI_Periodic_Inguiry_Mode

e Parod, Min_Penocd, )

HCI Command Complete avent
{Mum_Cmd, Cred_OpCode
Status)

o

HC/LM-A

Master

Sub-scenario 1: Col

llection of BT Devices during an Inquiry Period

“Inguiry” (|0-Packet)

* Random Acceas
0-1023 %

"Inguiry” (ID-Packet)

“Inguiry” {I0-Packet)

i}

FHS {BD_ADDR, Col, ..}

“Inquiry” (ID-Packet)

1* Random
=102

HCI Inguiry Result event
[Mum_Res, BO_ADDR[]. )

o

FHS (BD_ADDR, Col, .}

ArCCass
k)

A 0-ntimes *f

sub-scenano 2: explcik exi

t Periodic Inguiry Mode using HCI_Exit_Inguiry_Mode ()

{CI_Exit_Perindic_Inguiry I'n.-'bﬂe#

> HZI Commeand Complate event

1* stop pericdic
imaguiry *f

{Mum_Cmd, Grvd_COpCode
Status)

ub-scenano 3 when Ing_Len

gth expired or Num_Res reached => exit this Inguiry Ferod

HEI Inguiry Complets event

R (Status, Mum_Res)
I P T ) I

Figure 2.3: Periodic Inguiry
| | | | | | | | |




ACL CONNECTION ESTABLISHMENT
AND DETACHMENT

¢ Pikonetissa olevan isdnnén ja palvelijan valilla voi olla Synchronous
Connection-Oriented (SCO) tai Asynchronous Connection-Less (ACL)
linkkeja

ACL-Connection-Request

l

Page/PageRes

Role Change

v ¥ Y ¥

Pairing Authe ntication

: I

Encryption

v

Setup-Complete

e e

Ciptional
Activities

(I i

ACL-Disconnection

Figure 3.1: Overview of ACL Connection establishment and detachment

| | | | | | | | | | |



1. ACL CONNECTION REQUEST PHASE

¢ ACL yhteyden pyyntévaihe alkaa isénndn HCI_Create_Connection
(BD_ADDR, Packet_Type, Page_Scan_Repetition_Mode, Page Scan_Mode,
Clock_Offset, Allow_Role_Switch) —kaskyll& ja palvelijan Link Manager-
tason hylkéys- tai hyvaksymisvastauksella

¢ 1. TAPAUS
Palvelija hylk&a yhteydenmuodostuspyynnon Connection Complete event
(Status, Connection_Handle, BD_ADDR, Link_Type, Encryption_Mode) —
tapahtumalla, jossa Status-kentéssa on kopioituna palvelijan
HCI_Reject_Connection_Request (Reason, BD_ADDR) Reason-parametri

¢ 2. TAPAUS
Palvelija hyvaksyy yhteydenmuodostuspyynnon LMP_accepted(), jolloin
Isanté jatkaa yhteydenmuodostamista Pairing-, Authentication- tai
Encryption-proseduureilla

¢ 3. TAPAUS
Palvelija hyvaksyy yhteydenmuodostuksen roolin vaihtamisen kanssa. Tama
tapaus huomataan, kun palvelija l&hettdd LMP_switch_req()-viestin
aloittaakseen roolin vaihdon. Jos isénté hyvaksyy pyynnon, suoritetaan
baseband-tason roolinvaihto. Taman jalkeen yhteydenmuodostusta jatketaan

kuten 1. tapauksessa




HCI_Creaabe Conneclion .

({BD_ADOR, Packel_Typs, )

- HCI Command Stabus evenl
(Bealus, Mum_Cmd,
Lol _OpCande)

* Master-Rale '/ Page and Page Response | 1 staveRle

LMP_hosl_connecian_reg ()

HCI Comsclion Resgues] I.".'El'llh

(BO_ADDR, Col,
Link_Type=ATL)

Sub-scenario 1: Hosl-8 rejects the ACL Conneclion Requeast |
HCI_Rejact_ Duruwl:hun__ﬂrque‘.sl\!

1[EI:lt-Js-'I losl Rejpcted, B0_ADDR)
HCI Command Stabus envenl -
(Stalus, Mum_Crd
Cond_Dplode)
1 LMP_nol_accepied
{opoade, reason)
LMP_gatach [reasson)
L
I ARO-Ack v
l‘r-IEi Caonneclion Complals syenl HCI Cameclion Complels HHI!.‘
[Slalus=Hast Rejescled, ) [Slalus=Hast Rejecied, )

| Sub-scenario 2- Hosl-B accapls the ACL Conneclion Request |

1I HC1_Acoep]_Conneclion_Reqgues|
(BO_ADDR, Role=Skawe)

HCI Commuiand Stabus evenl I

[Stalus, Mum_Crmd
Cond_Diplodea)

" LIMP_accepled [opoode)

| Sub-scenario 3: Host-B accepts the ACL Conneclion Requast but requires a Role Change bafore

1I 1CI_Acoep]_Comeclion_Redquesl
[BO_ADDR, Role=Kaster)

HCI Commiand Siabus evenl -
IStalus, Mum_Cmd

Cend_DpCade)
AP _sdiol_odlsel
[sked_olfsel, BO_ADOR)
LMP_saidch_req (b
g eq
if {Allow_Role_ Swilch == 1}
== accept Rola Change
LMP_accepled {opooda)
i
Mastar/Slave Swilch
* for delails see 4.9 Swilch Rola */
* Blane-Rols LMIP_accepled * Masler-Role *!
ﬁ:xu-d-_' =LMP_heet_cormecion_rec)
- HCI Role Change ewent HCI Rele Change eveant >
(BO_ADDR, MNew_Fole=Slaae) (BO_ADDR
NewaRola=Masler)
p - | BT |

Figure 3.2: ACL Connection Request phase

| | | | | | | | | | |
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2. ACL CONNECTION SETUP PHASE

¢ Jos yhteydenmuodostuspyyntd on onnistunut hienosti, jatketaan yhteyden
alustamisvaiheella, jonka paddmé&érana on turvallisuusseikat, kuten Pairing,
Authentication ja Encryption
¢ Yhteyden alustaminen on onnistuneesti suoritettu, kun
LMP_setup_complete() on vaihdettu ja Connection Complete —tapahtuma
l&hetetty isantélaitteelle.
¢ 2.1. Pairing
o Kaytetdan, jos tarvitaan autentikointia, mutta toisiinsa kytkeytyvilla
BT-laitteilla ei ole yhteisté linkkiavainta (Common Link Key)
0 Operaatio tehdaan Link Manager —tasolla kayttden isdnnan PIN Inputia
0 Operaation aikana suoritetaan Authentication- ja link key creation —

vaiheet
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| | | | | | | | | | |
—
< ACL Connection Requast astablished i
LKIP_l=alures_reg [ Realures)
- LMP_fealures_res (feabures)
If (suth Enable==1)AND(Link Key
migsad) == Link Key réequired
L HCI Link Kisy Reques| evenl
(BO_ADDR)
HCI_Link_Key_Reques|_Negate_ H.r_'p'r.'.
(BD_ADDOR)
w HCI Commuand Comphate eveni
{Hum_Cmd, Crmd_OpCode, Sialus)
L
If no Link Key from Hosl
=> PIN required
g HC| PIN Code Regures! svent
User's [BD_ADOR)
PIM-
Input HEL_PIN_Code_Request_Renl
[BO_ADDR, PIM_Length, PIN)
- HCI Command Complele eveni
(Mum_Cmal, Crnd_OpCade,
Siatus) —
| Pairing |
LMP_in_rard {rand_nrk
FICI PIN Code Rsgues! eaen -
(BO_ADOR) Ugar's
FIM-
" HCI_PIN_Code_Reques_Reply Input
(BD_AOOR, PIN_Langh, PIN)
HOI Commusnd Complele evand
| B T— . [Muim_Cmd, Crmd_OpCode,
- LMF_socepled [opoods) = S
LKP_au_rand {rand_nr) >
I® Mulual Auenbcalion LMP_sres fsulh_nes)
Bidcknct. 5 e WL Moy LMP_au_rand {rand_nr}
LIMP_sress {aulh_rex) >
LMP_comb_key {rand i) -‘
- LMP_camb_kesy (rand _ni)
LMP_au_rand {rard_nr) >
1 Mulual Auhenbcalion )
LMP_zres {aulh_res)
bassd an e new
combinaton key LMP_su_rand {rand_nr)
LMP_sres [auilb_res)
g HCI Link Key Nolilicalion svenl HEI Link Key Molilication e I
[BD_ADDR, Link_Key} BO_ADDR, Link_Key)
| | ] ]
Figure 3.3: ACL Connection setup with pairing
| | | | | | | | | | |
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| | | | | | | | | | | | |
¢ 2.2 Authentication
o Jos yhteinen linkkiavain 16ytyy molemmilla laitteilla, Pairing-
operaatiota ei tarvitse tehda.
o Jos parametri Authentication Enable on paalla, autentikointiproseduuri
pitéé suorittaa
HC/LM-A HCILM-B
I Auth_Enable = 1 f* Auth_Enable = 1%
I I
< ACL-Connection-Request finished o
LMP_festures_req (features) .{
> LMP featwes res (features)
< If (Auth_Enable==1)AND(Link Key
missed) => Link Key required If (Auth_Enable==1)AND(Link Key
o HCI Link Koy Requast event missed) == Link Key required
(BO_ADDR) HEI Link Kay Raquaat avent F]
HE|_Link_Key Raquest_Reply {B0_ADDH)
[ED’ -’ﬁDDR. Link H«'E'I'] ‘ HE Link Kﬂ'r' Ftﬂq'-lt'ﬂ RE‘IJ"!'
‘HCI Command Gomplate ayaent (BD_ADDR, Link_Key)
(Num_Crmd, Cmd_DpCode, HCI Cammand Completa evant
Stotus) (Num_Cmd, Crmd_OpCode, ™
Status)
| Authenticafion |
LMP_gu_rand [rand_nr)
LMP _sres (guth_res)
LMP_su_rand {rand_nr)
LKWIP_sres (suth_res) »
I .| | S
Figure 3.4: ACL Connection setup with authentication
| | | | | | | | | | | | | |
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3. ENCRYPTION AND CONNECTION SETUP COMPLETE

¢ Kun Pairing ja Authentication —proseduurit on suoritettu, Encryption-
proseduuri aloitetaan

¢ Encryption-proseduuri vaatii yhteisen linkkiavaimen

HCILM-A HC/ILM-B Host-B
Master Slave

1* Encr_Mode=Foini-to-Point */ * Encr_Mode=Point-to-Point */

| |
2] Pairing/Authentication finished Vi

| Encryption |

LMP_encryption_mode_req PI
{ancr_modea)

LMP accepbed (opcode)
gd p

LMP_encryption_key_size_reg i
(key_size)
o LMP_accepbed {opooda)

LMP_start encryplion_reg
{rand_nr) ™

- LKP sccepted {opoode)

| ACL Setup Completea |

LMF_estup_complets ()
B

g LMP_sefup_complate ()

g HZI Connacticn Complete event HZ| Conneclion Complate event -
{Status=0=00, ConHandle, BD_ADDR, ) [Status=0x00, ConHandls, BDO_ADDR, .)

Figure 3.5: Encrypiion and Sefup complete
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4. ACL DISCONNECTION

Yhteys voidaan katkaista missé vaiheessa tahansa HCI_Disconnect

(Connection_Handle, Reason)-kaskylla

Jos SCO-yhteyksid on samanaikaisesti paalla, ne taytyy katkaista ensin

ennkuin ACL-yhteys voidaan katkaista

Lopetus-proseduuri on yksipuolinen, joten erityista vastausta toiselta BT-

laitteelta ei tarvita

Link Controllerilta tarvitaan kuitenkin ARQ Acknowledgment —viesti, jotta

voidaan varmistaa Link Manager on saanut LMP_detach(reason)-viestin

< ACL Connection established }
HCI_Disconnact >
{ConHandle, Reason)
g HCI Command Siatus Evant
(Status, Mum_Cmd,
Cmd_OpCode)
LMP detach {reason)
P
I ARC-Ack *f
" HCI Disconnaction Complate avent HCI Disconnection Complate evant ..
{ Status=0x00, ConHandle, Reason) {Status=0x00, ConHandls", Reason)
] I

Figure 3.6: ACL Disconnection
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" OPTIONAL ACTIVITIES AFTER ACL
CONNECTION ESTABLISHMENT

1. AUTHENTICATION REQUESTED

¢ Autentikoituminen voidaan suorittaa milloin tahansa ACL-yhteyden
muodostamisen jalkeen

¢ Jos Host Controller / Link Manager hukkaa linkkiavaimen, voidaan se vaatia
iIsannéltd samalla tavoin kuin Authentication-proseduurissa

¢ Jos Host Controller / Link Managerilla eik& isannélla ole linkkiavainta, PIN
Code Request event lahetetadan isannélle (Host) ja suoritetaan samanlainen

proseduuri kuin yhteydenmuodostamisessa Pairing-tapauksessa




HCILM-A HC/LM-A

4::: ACL Conneclion established ::3--

HCI_Authentication -?E'-n:|ues.u=_uj.I
[ConHandla)

g HC| Command Status event
{Satus, Num_Cmd
Cmd_OpCode)

If Link Key missed
== Link Kay request to Host

w HCI Link ey Regqueast event
{BD_ADDR)

HZI_Link_HWey Reguest Reply >
(BO_ADDR, Link_Hay)

" HCI Command Complete event
{Mum_Cmd, Crod_ OpCode
Status)
LMP su rand {rand _nrl
I

If Link Key missed
== Link Key request to Host

HCI Link Key Regueast evant >
[BD_ADDR)

g HCI_Link_Key Request Reply
{(BO_ADDR, Link_Hay)

HCI Command Complate event -
{Murm_Cmd, Cmd_OpCoda,

LMP_sres {suth_res) :
il Stetus)
HCI Authentication Complete event
- (Status=0x00, ConHandle)
] | - I —

Figure 4.1: Authentication Requesfted
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| | | | | | | | | | | | |

2. SET CONNECTION ENCRYPTION

¢ Kaéskylla HCI_Set_Connection_Encryption (Connection_Handle,
Encryption_Enable) iséanta (Host) voi asettaa yhteyden salaamisen joko péélle
tai pois

¢ Kumpi tahansa, isénta tai palvelija, voi kayttaa ko. ké&skya.

¢ Jos palvelija vaatii muutosta, tdmé voi lahettdd LMP_encryption_mode_req
(encryption_mode)- viestin, mutta vain isanta (Master) voi maarittaa
ominaisuudet (LMP_encryption_key size req (key_size) ja

LMP_start_encryption_req (rand_nr))
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T I g T T g g T I g T T g
HC/LM-A HC/LM-B
Host-B
Master Slave
<__ ACL Connecfion established :}
| Sub-scenario 1: Set Connection Encryption to ON |
HCI_Sat_Connection Eﬁ:ryptmnhl
{ConHandle, Encr_ Enable=0M)
e HEI Cormm and Status event
{Status, Mum_Cmd
Cmd_OpCode)
LMP_encryption_mods_req >
{encr_mode)
LMP sccepted (opoods)
o
LMP_encryption_key_eize_req >
(ke _size)
LMP sccepted (cpoode)
e
LMP_start_encryplion_req >
{rand_nrj
LMP_ sccepted (opeode)
1 B
e HEI Encryption Change evant HC| Encryption Change eventl .
{Status=tn00, ConHandle [Status=0x00, ConHandle,
Encr_Enable=0h) Encr_Enable=0M)
| Sub-scenario 2: Set Conneclion Encryption to OFF |
HC|_Set_Connection E:ﬁ:r;.-ptia-nh
(ConHamdle, Encr_Enabla=CFF)
- HCI Cormmand Status svent
{Status, Mum_Crid,
Cmd_OpCoda)
LMP_encryption_mods_req >
{encr_mode)
» LMP accepted (opoode)
LMP_stop _encryplion_req () >
LMP_ sccepbed (opeode)
= P
~ HEI Encryption Change event HC| Encryption Change event
[Status=0x00, ConHandle, iStatug=0x00, ConHandle,
Encr_Enable=0FF) Encr_Enable=0FF)
| | | I
Figure 4.2: Set Connection Encryption
T I g T T g g T I g T T g
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| | | | | | | | | | | | |

3. CHANGE CONNECTION LINK KEY

¢ Kommunikoivien BT-laitteiden yhteisen linkkiavaimen voi isant& (Host)
vaihtaa kaskylla HCI_Change_Connection_Link Key
(Connection_Handle)

¢ Jos yhteyden salaus oli paalla ja kaytettiin véliaikaista linkkiavainta, isdnta-

laite (Master) joutuu ensin lopettamaan salauksen ja sitten aloittamaan sen

uudestaan
<5 ACL Connection establishad i
HC| Change Connection_ Link 'rf.e,rh
{ConHandla)

- HCI Command Stefus event

(Status, Num_Cmd, LMP_comb_key (rand_nr
Crmd_OpCode) = I e
” LMP_comb_key (rand_nr)

LMP _au_rand (rand_nr) .
1* Mutual Authentication

LMP_szres fauth_res)
bemad on the new

combination key = LMP_au_rand {rand_nrj
LMP_eres (auth_res) -
g HC| Link Key Motification event HCI Link ey Motification ewent -
(80_ADDOR, Link_Key] (BOD_ADDR, Link_Key)

If (Encr_Enable==0N) AND (Temp
Kay used) == restart encryption

LMP siop encrypbion req |}

g LMP_accepted (opoode)

LMWP start encrypiion_reg .
(rand_nr)
LMP accepted [opooda)

' HCI Change Connection Link Key Complets event
{Statue=Tel0, ConHandle)

Figure 4.3: Change Connection Link Key

| | | | | | | | | | | | |



2Y

| | | | | | | | | | | | |

4. MASTER LINK KEY

¢ Jos isdnté vaihtaa véliaikaisesta linkkiavaimesta puoli-pysyvaan
linkkiavaimeen, vaikuttaa vaihdos kaikkiin yhteyksiin

¢ Jos yhteyden salaus oli paalla, joutuu isanta aloittamaan uudelleen salauksen
jokaiseen palvelijaan olevaan yhteyteen erikseen




ACL Connection establishad

| Sub-scenario 1: Switch from Semi-parmanent Link Key to Master Link Key |

HC/LM-A HC/LM-i
Master Slave

HC|_Master_Link_Heay -
{Key _Flag=0ux01*Master-LE*)
w HC| Cormmand Status event
{Satus, Num_Cmd
Cmd_OpCode)
LMP_temp_rand {rand_nr) -
LMP_temp_key (rand_nr) -
if (Encr_Enable==0N)
== restart encryption
LMP_stop_encryption_reg () >
LMP_sccepted (opoode)
o
LMP_start_encrypiion_reg
{rand_nr) ™
LMP_accepted (opoada)
I predy
> HCI Mester Link Key Complets event HC| Master Link Key Complete Eueﬂ!l
[Status=0x00, ConHandle, Key_Flag) {Status=0x00, ConHandle, Key_Flag)

| Sub-scenario 2: Switch from Master Link Key to Semi-permanent Link Key |

| HCI_Magster Link Hey .
(Key_Flag=tx0d*Semi-Parmansni-LE*)
» HC | Cornmand Stabus event
1Statua, Mum_Cmd
Cmd_OpCods)
LBP wse_semi_permanent key ()
. LMP accepted (opooda)
If (Encr_Enable==0N)
== restart encrypiion (see above
LMP_...

ot P

. HC| Master Link Key Complate avent HC I Master Link Hey Complete evant .

[Statua=0x00, ConHandle, Key_Flag) (Siatus=0x00, ConHandle, Kay_Flag)

Figure 4.4: Master Link Key

| | | | | | | | | | |
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| | | | | | | | | | | | |

5. READ REMOTE SUPPORTED FEATURES

¢ HCI_Read Remote Supported Features(Connection_Handle) —
komennolla voidaan lukea toisen BT-laitteen tuetut LMP- (Link Manager
Protocol) ominisuudet, kuten pakettityypit, tuetut moodit, audio coding —
moodit

¢ Jos LMP-ominaisuudet on kyselty jo ACL-yhteydenmuodostamisen
yhteydessa, HC/LM saattaa palauttaa kyselyyn vain Read Remote Supported
Features Complete event (Status, Connection_Handle, LMP_Features) ilman
LMP PDU:iden (Link Manager Protocol/Protocol Data Unit) vaihtoa

ACL Connection established

HCI Ha:c.ld Remote_Supported Faalurﬁ..
{ConHandlz)

™ HCI Command Status evant
{Status, Mum_Cmd,
Cmd_OpCoda)

LMP_faatures_req (fealures) -

LMP features res (features)
* il

™ HCI Read Remate Supported Features Complete event
\Siatus=0x00, ConHandle, LMP_Features)

- S et —

Figure 4.5: Read Remote Supported Fealures

6. READ CLOCK OFFSET

¢ BT-isanta voi lukea toisen BT-palvelijan kellon vaihesiirtyman kaskylla
HCI_Read_ Clock Offset (Connection_Handle)
¢ Vaihesiirtymaa voidaan kéayttaa hyvaksi myohempien yhteysyritysten

Paging-proseduurin nopeuttamisessa

| | | | | | | | | | | | |
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|

_I

| | |

| | | |

]

|

| |

¢ Jos palvelija lahettdd pyynnon, taman HC/LM palauttaa suoraa Commant

Status eventin ja Read Clock Offset Complete eventin ilman LMP PDU:iden

vaihtoa
HC/LM-A HCILM-B
Host-A Host-B
Master Slave
‘< ACL Connection established _ﬂ\_,:-
HCI_Read_Clock_Offest >
{ConHandla)
» HZ| Command Siatus event
[Status, Mum_Cmd
Cmd_OpCoda) i i
LMP cliofissl reg ()
= P
LMP_cikoffest_res
r {chock_offgat)
g HCI Read Clodk Offeet Completa evant
[Status=0x00, ConHandle, Clock_Offsst]
] + ] L

Figure 4.6: Read Clock Offset

7. READ REMOTE VERSION INFORMATION

¢ HCI_Read_Remote_ Version_Information (Connection_Handle) —kaskylla

voidaan lukea toisen BT-laitteen versiotietoja, kuten LMP_Version,

Manufacturer_Name ja LMP_Subversion
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| | | | | | | | | | | |

‘< ACL Connection established

>

T
HCI_Read Ramote Version  Informatio r-.I
{ConHandla)

HCI Command Status svent

{Status, Mum_Cmd
Cmd_OpCoda)

d

LMP _warsion_reg »
{WarsMr, Compld, Sub\erehr)

™ LMP_warsiocn_res
(Wershr, Compld, SubVarsMr)

4 HCI Read Remaots Yarslon Information Complete event
{Status=0000, ConHandle, LMP_Version, ..}

Figure 4.7 Read Remote Version Information

8. QOS SETUP

¢ Palvelunlaatua voidaan asettaa kaskylla HCI_QoS_Setup

(Connection_Handle, Flags, Service_Type, Token_Rate, Peak Bandwidth,

Latency, Delay_Variation)

.
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| | | | |

| | | | | | | |

<0

ACL Connection established

>

HCI_ QoS Setup
{CorHandie, Flage, Sarvice_Type, .}

-

g HCI Command Status event
{Status, Mum_Cmd,
Cmd_OpCoda)

LMP_guality_of ssrvica_req

P

{poll_infarval, M_ba)

LMP_accepied (opcods)
o

‘ HCI Qo5 Saiup Complete avant

Status=0w00, ConHandla, Flegs, ..

HCI QoS Ssfup Complets avent

(Status=0x00, ConHandla, Flags, h-'

Figure 4.8: QoS Selup
9. SWITCH ROLE

¢ Oman ja mééritellyn (BD_ADDR) BT-laitteen valisen yhteyden isénta-
palvelija-rooleja voidaan vaihtaa kaskylla HCI1_Switch_Role (BD_ADDR,

Role)

¢ Oman laitteen HC/LM tarkistaa, onko vaihto tapahtunut




27

T T | T T | | T T | T |
“::_ ACL Connection established :::*
Sub-zcenario 1: Master requires the
™ Maater-Rols *f : ; 1* Slava-Role */
dice Master/Slave Switch cein i

HC|_Switch_Raole
[BD_ADDR, Role=Slave)
w HC I Cormmand Status event
{Status, Mum_Cmd,
Cmd OpCode)
LMP_awitch_req () >
- LMP slot offzst
(slot_offeat, BD_ADDR)
LMP_accepted (opoods)
w R pc
Pl Sub-scenano 2: Slave requires the Master/ R T
Slave Switch
” HCI_ Switch_Rols
{BO_ADDR, Rola=Master)
HCI Command Status event .
{54atus, Mum_Cmd
LMP_slot_offest Cmd_OpCoda)
(elot_offzat, BO_ADDR)
LMP _switch reg ()
B
LMP_accepted [opcode) -
Mastar/Slave Switch
(common for sub-scenario 1 and 2)
TOD-Switch ..
i e
FHS (BD ADDR, CeD, .}
*FHE-Ack” { ID-Packst) >
lga new channel pematars .
* Slave-Role = 1 > * Master-Rola *f
HC| Role Change event HCI| Rzde Change event
[Status=0x00, BD_ADDR, New_Role=Slave) (Statwa=0x00, BO_ADDR, Mew_Role=Master)
I R
Figure 4.9: Switch Role
T T | T T | | T T | T |
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SCO CONNECTION ESTABLISHMENT
AND DETACHMENT

1. SCO CONNECTION SETUP

¢ SCO-yhteys vaatii, ettd ACL-yhteys on luotu, joten isdnnan (Host) tehtdvéna
on ensin luoda ACL-yhteys ja sitten SCO-linkki
¢ Palvelijalle tulevat yhteyspyynnot voidaan hyvaksyé automaattisesti
kayttaméalla HCI1_Set Event_Filter (Filter_Type, Filter_Condition_Type,
Condition)
¢ Jokaiselle BT-laitteelle menevélle SCO-linkille tarvitaan erityinen SCO
Connection Handle
¢ Isannan (Master) aktivoima SCO-yhteyden alustaminen
0 SCO-yhteyden luominen aloitetaan késkylla
HCI_Add_SCO_Connection (Connection_Handle, Packet Type)
0 ACL-yhteyteen liittyva erityinen Connection_handle taytyy luoda

ennen tdman viestin lahettamista
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|

| | | |

| | |

| | | |

I

HC/LM-A
Master

HC/ILM-B
Slave

<

ACL Connection established

-

HCI_Add_SC0_Connaction
(ACL_ConHandle, Packet_Typs)

HCI Command Status avent

i

{Siatus, Num_Cmd,
Cmd_OpCode]

LMP_sco_link_reg

IqIHC! Connaction Complate event
{Status=0wD0, SC0_ConHandle, _)

(520 _hendla, timing_contrd_flags, .

LMP_acceptad (opcods)

o

HC| Connection FReguest event >
BO_ADDR, Coll, Link_Type=5C0)

"HCI Accept_Connechon_Request
[BD_ADDR, Raole)

HCI Command Status event
[Stabes, Mum_Cmd
Cmd_CpCode)

>

HEI Connechtion Complats event
(Status=[x00, SC0O_ConHandls, .}

Figure 5.1: SCO Cennection setup (activated from masier)

¢ Palvelijan aktivoima SCO-yhteyden alustaminen

0 Yhteyden muodostaminen toimii samalla tavalla palvelijan puolelta

0 Tésséa Connection_handle kuuluu laitteiden vélille muodostetulle ACL-

yhteydelle
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T I g T T g g T I g T T g
HCILM-A HC/ILM-B Host-B
Master Slave
-< ACL Connection establishad :::-
" HCI_Add_SC0 _Connaction
{ACL_ConHandle', Packst_Type)
HC| Command Status evant >
{Status, Num_Cmd,
i e Cmd_OpCode)
L sco link_reg (..
[ 9
I‘Z-h:l Connection Requeast evant
{B0_ADDR, Coly Link_Type=SC0
HCI_ Accept_Connection Haquasth
{BD_ADDR, Role)
o HZI Command Status evant
{Statues, Mum_Cmd
Cmd_Cplode) 7
LMP_sco_link_req |..)
MF ted : »
L accepted (opoode)
i}
HC| Connection Complete ewent HC| Connection Complete ewvent >
I‘-:E:,.51u5=|2}3-t{|n.’_‘|, S500_ConHandle, ) {Status=el0, SCO_ConHandls, )
- | | ]

Figure 5.2: 5C0O Connection selup {aclivated from slave)
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| | | |

| |

2. SCO DISCONNECTION

¢ SCO-yhteyden voi katkaista milloin tahansa

¢ Koska isannalla ja palvelijalla voi olla monta SCO-yhteyttd samanaikaisesti,

SCO Disconnection poistaa vain tietylla Connection_Handlella varustetun

yhteyden. Muut yhteydet jddvat toimintaan.

HG/LM-A

HC/LM-B

<

ACL Connection established >-
HCI_Disconnect
{SC0_ConHandle, Reason)
™ HC| Command Siatus event
{Status, Mum_Cmd,
Cmd_OpCode)
LMP remove _sco link reg -
{SCO0_handla)
LMP accapted (opcode)
e
‘HCI Disconneciion Complete event) HC | Disconnaciion Complate E'.'e-"t.I
[Status=In00, SC0_ConHandle, ..} {Stgtus=0x00, SCO_ConHandle, )
| | |

Figure 5.3: SCO Disconnection

SPECIAL MODES: SNIFF, HOLD, PARK

¢ Sniff-, Hold- ja Park-moodit vaativat ACL-yhteyden

Sniff Hold Park
Request Master/Slave Master/Slave Master/Slave
Force Master Master/Slave Master
Activation Master Master/Slave Master
Release Master/Slave Automatic Master/Slave
g . x g g x g . g g x
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1. SNIFF MODE

¢ Sniff-moodia kaytetaddn, kun halutaan palvelijan osallistuvan pikonettiin vain
tietyin valiajoin

¢ Voidakseen neuvotella, pitdd méaritelld minimi ja maksimi sniff-véli, jotta
HC/LM pystyisi valitsemaan jonkun ajanjakson talta vélilta

¢ HCI_Sniff_Mode (Connection_Handle, Sniff_Max_Interval,
Sniff_Min_Interval, Sniff_Attempt, Sniff_Timeout)

¢ Sniff-moodi on periodinen moodi, joten aktiivi-moodiin padsemiseksi
tarvitaan HCI_Exit_Sniff_Mode(Connection_Handle)
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HCILM-A

<

ACL Connection established

HCI1_Sniff_Mode

HC

{ConHandle, Sniff_Mex_Interval, )

| Commeand Status event

Ly

w

H

{Status, Num_Cmd,

Cmd_OpCoda)
Sub-scenario 1: Master forces Slave in

[* A=haster =/ s [+ B=5lave *f

Sniff Mode

LB _sniff

(timing_control_flegs, O_sniff, ..)
/* A=Master Sub-scenario 2: Master or Slave /* B=Elave
or Slave % requests Sniff Mode or Mestar

LMP_ accepled (opcode)
el

LMP_eniff_req ‘.J
(timing_control_flegs, O_sniff, ..

<

Sniff Mode started

e

Cl Mode Change event

1 Status=0x00, ConHandla, Current

Mode=5nif, .|

HC| Mode Change avani
v ¥

(Status=0x00, ConHandle, Curent_Mode=5nif, )

Sub-scenano 3: Exit Sniff Mode

HCI_Exit_Sniff_Mode

HE
o

{ConHandla)

| Command Staius event

B

{Status, Mum_Cmd,

Cmd_OpCaoda)

LMP_unsniff_raq () >

LMP accepted (opcode)
=]

HCI Mode Change avent
Status=0x00, ConHandle, Currant_Mode=Aztiva, ) HEI Mode Change avent
(Status=Cl0, ConHands, Curent_Mode=Active, )
] ] ]
Figure 6.1: Sniff Mode
I il il I I il il I il il I I il
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|

| | | | | | | | | | | |

2. HOLD MODE

L 4

Kaytetaan, jos BT-laite ei halua osallistua yhteyteen Hold-moodin ajan
HCI_Hold_Mode(Connection_Handle, Hold_Max_Length,
Hold_Min_Length)

Host maarittelee minimi ja maksimi pituuden, jonka valissd HC/LM
keskustella

Moodiin siirtymisesta tai lopettamisesta tiedotetaan Mode Change event

(Status, Connection_Handle, Current_Mode, Interval) —eventilla
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T i i T T i i T i i T T i
‘< ACL Connection established ;:»
| HCI_Hold_Mode »
{ConHande, Hold_Mode_Max_intarval, )
> HCI Command Siatus avent
{Status, Mum_Cmd,
Cmd_CpCode)
* A=hiastar 4 Sub-scenario 1: Master forces Hold Mode | {* B=Slava *f
LBAP_hodd (hobd_time) .l
1*A=Blave " | Sub-scenario 2: Slave forces Hold Mode| " B=Mastar
LMP hold (hold_timea)
LMP_hold {hold_time)
o

I* A=Master | Sub-scenario 3: Master or Slave negofiates Hold Mode | ©* B=Slave ar
or Slave *f Miastar =
h LMP hodd reg (hold_time) >

LMP accepted (opcode)
b £ >

< Hold Mode started >

HZI Mode Change evant |
[Stabes=0x00, ConHandle, Cument_Mode=Haold, . HCI Mode Changa event
{Status=0w00, ConHandla, Cumrent_Mode=Hold ..|h

< Hold Mode complete e

> HZI Mode Change evant |
{Stetus=0w00, ConHendle, Current_Mode=dotive, L) HCI Mode Changa event
[Status=0x00, ConHandle, Cumant_Mode=Active, ..:.I

e et - -

Figure 6.2: Hold Mode
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| | | | | | | | | | | |

3. PARK MODE

¢ Park-moodia kaytetetddn k&dantaméén slavet toimettomaan tilaan, mutta
pysymaéan silti synkronoituna masteriin beacon- valilla
¢ Park-moodiin meneminen
o tapahtuu kaskylla HCI_Park _Mode (Connection_Handle,
Beacon_Max_Interval, Beacon_Min_Interval)
0 Host méérittelee minimi- ja maksimi Beacon-valin niin, ettd HC/LM
voi asettaa Beacon-intervallinsa BT-slaveille talle vélille
o Park-moodissa BT-slave luovuttaa AM_ADDR-osoitteensa (Active

Member Address) pois
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T i ;. T T ;. ;. T i ;. T T ;.
<z ACL Connection established i

| HCI_Park_hModa

{ConHandle. Beacon_ M Interval, J"
> HCI Command Status swent
{Statws, Mum_Cmd,
Cmd_OpCode)
{* A=Master */ | Sub-scenario 1: Master forces Slave info Park Mode {* B=Slave *
LWMP_park .|
{timing_control_flegs, O_b, ..}
[+ B=5lava */

i* =Master | | Sub-scenario 2: Master requests Slave into Park Mode

LMP_park_rag ()

LMP_accepted {opcode)

]

LMP _park
{timing_control_flags, O_b. ..}

i

i* A=Elava */

Sub-scenario

3: Slave requests to be put into Park Mode

* B=Master */

LMP park_rag ()
LMP_park

L

(timing_contred_flags, O b, ..

=i

Park Mode started

i

HCI Mode Changa event

‘Iﬂialusﬁﬂﬂ. ConHandle, Curment_Mode=Fark, _)

HZI Mode Change event

[Stabes=000, ConHandle, Curant_Mode=Farlk, _.]
7 A=hiastar = | Optional LM Actions during Park Mode | i* B=Slava *f
LMP_eat_brosdcast scan window,
{timing_control_flegs, O_b, ..}
LMP_modify beacon »

{timing_control_flegs, O_b, ..

P ] ] T |
Figure 6.3 Enter Park Mode

T I g T T g g T I g T g
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|

| | | | | | | | | | |

¢ PARK-moodista poistuminen
o Park-moodi on periodinen moodi, joten aktiiviseen moodiin palataan
kéaskylla HCI_Exit_Park _Mode (Connection_Handle)
o Parkkeerattu BT-slave voi pyytaa palaamista aktiiviseen moodiin
lahettdmalla Access Request _Message
0 Master palauttaa aktiiviseen jommallakummalla ké&skylla
» LMP_unpark PM_ADDR _req (..) (Parked Member Addr.)
» LMP_unpark BD ADDR_req (..) (BT Device Addr.)




< ACL Connection established g

HCI_Exit_Park_Moda >
{ConHandla)

. HCI Command Status evant
{Status, Num_Cmd,
Cmd_OCpCoda)

Sub-scenario 1: Master unparks Slave
using B0 _ADDR

| LMP_unpark_BD_ADDR_req -
{timing_conirol_flage, O_b, BO_ADDR, ..)

I B=Master *f [* B=Slave */

I to all slaves =/

LMP_acoepiad (opcode)

1* only from this slewe =

e - Sub-scenario 2: Master unparks Slave R
* d=haster = ; I* B=Slawe */
using FM_ADDR
| LwP_unperk_Ph_ADDR req .] ——
{timing_cantrcl_flags, O_b, BO_ADDR, .}
LMP_accepied (opcode) * only fram this slave *f
i* A=Slave 4 Sub-scanario 3: Slave unparks itself i B=hdaster *f

|
“Access Request Message” I:iD-F'EC-P:E].(

LMP unpark B0 ADDR/FM_ADDR raq
{timing_control_flags, O_b, ..}

t

LMP sccepted {opooda) -

HC| Mods Changs avent
| Status=0x00, ConHandle, Cumeni_Mode=Active, )

HEC| Mode Change ewent -
[Stgtus=0m00, ConHandle, Current_fode=Acte, ..)

—— S S —

Figure 6.4: Exit Park Mode
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BUFFER MANAGEMENT, FLOW
CONTROL

2. Buffer Management

¢ Host Controller konfiguroi Host Controllerin data bufferit ja Host valvoo
niita
¢ Host alustaa bufferit HCI_Read Buffer_Size-késkyll4, joka maarittelee
o HCI-datapaketin maksimipituuden
o maksimi ACL- ja SCO-pakettien maaran, jonka HC voi varastoida
bufferiinsa
¢ Yhteyden luomisen jalkeen HC ilmoittelee sdannollisesti Hostille 1&hetettyjen
pakettien maaran Number Of Completed Packets event
(Number_of Handles, Connection_Handle[l], HC_Num_Of
Completed Packets[i]):ll&
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| | | | | | | | | | | | |

| Initialisation |
HC| Read Buffar Siza [}
B

"‘ HC| Command Complete ewent
\Shatus, ACL_Date_Packet_Langth, |

'< ACL andfor SCO Connection established -::3*
HCRACL or HC-S00 data pa:het-a.]

Baseband data packeis

™

HCFACL or HOLSC O dats pa:kel-a.l

™ HCI Murniber Of Completed Packats evend
[Mum_of Handles, ConHandefl], ..

Figure 7.1: Host to HC flow control
2. Flow Control
¢ Vuonvalvonta tapahtuu samalla tavoin, mutta painvastaisilla rooleilla: Host
maéarittdad vuon bufferin koon ja joko se itse tai Host Controller valvoo
bufferia
¢ HCI_Set_Host_Controller_To_Host_Flow_Control
(Flow_Control_Enable)-késkylla Host asettaa vuonvalvonnan HC:lle
Vuonvalvonnan kaskyt:
o HCI_Host_Buffer_Size(Host_ ACL_Data Packet_Length,
Host SCO_Data_Packet_Length,
Host_Total Num_ ACL_Data Packets,
Host_Total Num_SCO_ Data_ Packets)
0o HCI_Host_ Number_Of Completed Packets (Number_of Handles,
Connection_Handle[l], Host. Num_Of_Completed_Packets[I])

| | | | | | | | | | | | |
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|

Initialisation

| | | | | | | | | | | | M|

T
HO_Sa_Hoest Contesliar_ T Hosl Fiow Comteal '
(Pl _Cantial_ERabda=0MN)

w HC Command Camplals sent
(Murm_Crad, Crngl_OpCoda, Slabis)

HCI_Hosl Bulter Size >
(Hoal_ACL Dats Packs]_Langi, )

I'H':! Command Caomplate event
{Mum_Cmd, Crnd_OpCode

Slakis}
< ACL andlor SCO Connection established =
* HC-ACL or HORS0D dala packels
Basaband dals packals
‘ =
g HORACL ar HOFS0D dals packels
HCI_Haest Murnbsar Sr_D.-Tr_-aeI-:d__r‘mh
[Nurn_of_Handas, ConHandal]], ..}
e ] e 2 v ] I

Figure 7.2: HC fo Host Flow Control

LOOPBACK MODE

1. LOCAL LOOPBACK MODE

¢ Paikallista Loopback-moodia kéytetdan vastaanotettujen HCI-késkyjen ja
Hostilta lahetettyjen HCI ACL- ja SCO- pakettien kauttamiseen

¢ HC lahettdd 4 Connection Complete eventtid (yksi ACL-, 3 SCO-yhteyksille)
niin, ettd Host voi kayttdad Connection_handleja HCI ACL- ja SCO-pakettien
uudelleen lahettdmiseen HC:lle

¢ Loopback-moodista poistuminen: HCI_Write_Loopback Mode
(Loopback_Mode=0x00) tai HCI_Reset ()

| | | | | | | | | | | | | M|
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Enter Local Loopback Mode

HCI_Write_Loopback Mode

(Loopback_Mode=local loopback)

HC| Conmaction Camplata event

ol

Status, ACL_ConHandle, BO_ADDR, Link_Type=ACL, Encr_hModa)

HC| Conmaction Camplata event

o

(Status, SC0_ConHandla1, BO_ADDR, Link_Type=3C0, Encr_Modaj)

HC| Conmaction Camplata event

ol

iStalus, SCO_ConHandis2, BO_ADDR, Link_Type=SC0, Encr_Maoda)

HC| Conmeclion Camplata evant

o

[Status, SCO_ConHandled, BDO_ADDR, Link_Type=5C0, Encr_Modaj

HCI Command Complate avant

(Mum_Crd, Cmd_OpCode=HC|_Wirita_Loopback, Stalus)

Sub-scenario 1: loopback HCI-ACL and HCI-SCO packeis |

HCI-ACL, HCI-SCO packets

HCI-AGL, HCI-S00 packeis ..

> ™ laapback all racaived
HCI-ACL and HCI-SCO
packals *f

Sub-scenario 2: loopback HCI Command packets |

HECommand packels ..

HCI Loopback Command evant

> " Spacial commands like
HCI_Buffer_Size .. will not
be [oopad back

(HCI_Command_Packet)

Exit Local Loopback Mode

HCI_Write_Loopback_Mode

(Loopback_Mode=no loopback)

HC| Digconnaction Complete evant

&

(Status=0x00, SCO_ConHandle1, Reason}

HC| Disconnaction Complete evanl

[Status=0x00, SCO_ConHandla2, Raason)

HCI Disconnection Complete evant

(Status=0x00, SCO_ConHandle3, Reason)
HCI Disconnection Complete evanl

(Status=0x00, ACL_ConHandla, Reason)

HOI Command Comglate avant

& A & A

{Mum_Cmd, Cmed_OpCoda=HCI_Write_Loopback_Moda, Status)

Figure 8.1: Local Loopback Mode

|

_I

]

| | | |
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2. REMOTE LOOPBACK MODE

L4

Eta-Loopback-moodia kaytetddn kaiuttamaan takaisin kaikki toisen BT-
laitteen vastaanottama Baseband ACL- ja SCO-data

Taméan moodin aikana voidaan luoda ACL- ja SCO-yhteyksia

Moodista poistutaan komennolla

HCI_Write_Loopback Mode(Loopback Mode=0x00)




45

Enter Remote Loopback Mode

{Loopback Mode=remote lbopback)

‘.—ﬂil Command Complede evant

HCI_Write_Loopback_MMode >

{Num_Cmd, Cmd_ OpCode,
Status)

Create ACL Connection

Create SCO Conneclions

Baseband ACL-, SCO-Packats ..

HCI-AZL, HCI-5C00 packsats ..
itk B

o]
Basaband ACL-, SCO-Packets ..
2
HCRACL, HCI-SCO pachkais ..
i
Exit Femote Loopback Mode
| Remove SCO Connections
| Remove ACL Connection
HCI_Write_Loopback Mode
{Loopback Mode=no loopback)
™ HC| Command Complate awent
(MNum_Cmd, Cmd_CpCode,
Status)
| | | [z 1

Figure 8.2: Remuote Loopback Maode




